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The Fake,
Unmasked
Spot an image, a video or a voice made
by AI, and don't get fooled.

10 prompts to check a shady photo, a shocking video or an

urgent call, spot the signs of a fake and protect your money

and your family from scams, with nothing to install.

Free for the SYSTINFO community

Swipe > systinfo.org · systinfo.ai · blog.systinfo.ai



GOOD TO KNOW

AI imitates,
a human verifies.
In 2026, AI-made fakes have exploded: a photo can be invented,

a video doctored, and a loved one's voice cloned from a few

seconds of audio. The goal is almost always to make you act in

a hurry. Your best defense is a habit: doubt, slow down,

verify at the source.

No detector is 100% reliable

AI can be wrong both ways: flag a real one as fake, or the
reverse. It helps spot clues, it does not decide for you.

A voice or a face proves nothing

A face or a voice no longer identifies someone. Facing an
emergency, hang up and call back yourself on the known number.

Never money or codes in a rush

No message, voice or video justifies sending money or a code
without checking. Urgency is the scammer's favorite weapon.

The right habit: if content shocks or rushes you, verify before you share or pay.
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T H E M E T HOD

Ten prompts,
five reflexes.
No technical skill required. These 10 prompts arm you

against fakes: understand, check an image, examine a video

and a voice, defeat the scam and warn others. Just adapt the

brackets to your case.

Every prompt follows the same recipe: Role, Context, Task, Format.

Copy the structure, change the brackets.

01 Understand the fake
· 2 prompts

02 Check an image
· 2 prompts

03 Examine video and voice
· 2 prompts

04 Defeat the scam
· 2 prompts

05 React and warn
· 2 prompts
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P ROM P T 0 1 · U ND E R S T A ND T H E F A K E

01 / 10

The Map Of Fakes

PROMPT TO COPY

Role: you are a media-literacy trainer who explains

things simply.

Context: I am [non-technical] and I run into doubtful

photos, videos and messages on [WhatsApp, Facebook].

Task: explain the main kinds of AI-made fakes and the

checking reflex for each.

Format: a simple table (photo, video, voice, text), with

one common example and the first step to verify each.

What you get

A clear map of the ground. You know which fakes exist and,

for each, the very first reflex before you react.
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P ROM P T 0 2 · U ND E R S T A ND T H E F A K E

02 / 10

The Tell-Tale Signs

PROMPT TO COPY

Role: you are an expert who spots doctored images.

Context: someone sent me a photo of [subject] that I

find strange.

Task: give me concrete points to inspect to judge

whether it is faked.

Format: ten clues to check (hands, teeth, ears, eyes,

reflections, shadows, warped text, blurry edges), most

to least telling.

What you get

A checklist you keep in mind. You look at an image with

the right eyes, instead of trusting your first impression.
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P ROM P T 0 3 · C H E C K A N I M AG E

03 / 10

The Image Under Scrutiny

PROMPT TO COPY

Role: you are an image checker used to reverse image

search.

Context: I want to know where a photo comes from

[describe it] before believing or sharing it.

Task: guide me step by step to find its origin and

context.

Format: the steps of a reverse image search (which tool,

what to type), then three questions to judge if the

source is reliable.

What you get

The real story of the image. You find where and when it

truly appeared, and stop sharing a photo taken out of

context.
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P ROM P T 0 4 · C H E C K A N I M AG E

04 / 10

The Too-Perfect Photo

PROMPT TO COPY

Role: you are a journalist who separates the true from

the spectacular.

Context: a shocking image about [subject] is going

around and everyone shares it.

Task: help me judge if it is plausible and how to

confirm it.

Format: three reasons to doubt, three independent checks

to run, and one thing to confirm with an official

source.

What you get

A filter against the hype. You step back from an image

that plays on emotion and wait for solid confirmation.
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P ROM P T 0 5 · E X AM I N E V I D E O AND VO I C E

05 / 10

The Video In Slow Motion

PROMPT TO COPY

Role: you are a specialist in deepfake videos.

Context: a video shows [a well-known person] saying or

doing something surprising.

Task: tell me what to watch, frame by frame, to spot a

fake.

Format: the signs to watch (lips out of sync, rare

blinking, face edges, light, metallic sound), and where

to find the official version.

What you get

A methodical eye. You examine a video instead of

swallowing it, and you know where to find the genuine

version.

systinfo.org · systinfo.ai · blog.systinfo.ai



P ROM P T 0 6 · E X AM I N E V I D E O AND VO I C E

06 / 10

The Voice Of A Loved One

PROMPT TO COPY

Role: you are a security advisor who knows voice-cloning

scams.

Context: I get a call from a [loved one] who sounds

panicked and demands money right now.

Task: give me the steps to follow to check it is really

them.

Format: three control questions, the line to buy time,

and the key move (hang up and call back the real

number).

What you get

A clear plan under pressure. You keep a cool head facing a

familiar voice and confirm the identity before acting.
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P ROM P T 0 7 · D E F E A T T H E S C AM

07 / 10

The Family Password

PROMPT TO COPY

Role: you are an advisor who helps families protect

themselves.

Context: my family is spread out and I want a simple way

to prove our identity in an emergency.

Task: help me create a family password and an easy rule

to remember.

Format: three code-word ideas easy to remember but hard

to guess, the rule in one line, and a short message to

explain it to relatives.

What you get

A shared shield. A simple agreed word lets your relatives

confirm it is really them, even if the voice sounds

perfect.
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P ROM P T 0 8 · D E F E A T T H E S C AM

08 / 10

The Anti-Panic Reflex

PROMPT TO COPY

Role: you are a coach who prepares people for high-

pressure moments.

Context: I am pushed by [a call, a message] to send

money or a code right away.

Task: write me the steps to follow so I don't give in

and verify first.

Format: four steps in order (do nothing, cut the

contact, verify through another channel, warn someone),

and a ready line to say no.

What you get

An instant safeguard. You have ready moves that break the

urgency and give you time to check.
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P ROM P T 0 9 · R E A C T A ND WARN

09 / 10

The Clear Report

PROMPT TO COPY

Role: you are an assistant who writes effective reports.

Context: I spotted a fake or a scam [describe] and I

want to report it to [the platform, my bank].

Task: help me write a clear and complete report.

Format: a short subject, the facts in order, the useful

links or screenshots, and the exact request, in a few

polite lines.

What you get

A report taken seriously. You lay out the facts cleanly,

which speeds up a block or a refund.
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P ROM P T 1 0 · R E A C T A ND WARN

10 / 10

The Family Warned

PROMPT TO COPY

Role: you are an explainer who speaks to people not used

to tech.

Context: I want to warn my [relatives, elderly parents]

about a scam going around, without scaring them.

Task: write a simple, reassuring message that explains

the trap and the right reflex.

Format: a short message, a concrete example, the two

moves to remember, and a line inviting them to ask if in

doubt.

What you get

Relatives better armed. A clear message protects them from

a common trap and gives them the reflex to check with you.
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T H AN K YOU · S T A Y S H A R P

One sentence,
a big thank you.
These cards are offered to you, with no ads. Our only

reward is your gratitude.

Give us 30 seconds

Take a moment to thank us on one of our channels. A public word,
however short, encourages us to keep supporting you, tip after
tip.

Scan to join us and say thank you

WhatsApp Mattermost LinkedIn Facebook
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